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FIGURE 21: SELECTING THE PROPER CLASSIFIER — DROP-DOWN MENU LOCATION

»

FIGURE 22: SELECTING THE PROPER CLASSIFIER — FULL CLASSIFIER SELECTION
The Quadratic SVM and Subspace Discriminant Ensemble classifiers are boxed in Figure 22

because they were the two classification techniques referenced in this report.

10.2.4 Training a Quadratic SVM Classifier
Once the quadratic SVM classifier is chosen from the classifier drop-down menu, the

advanced SVM options must be set according to the settings outlined in Figure 23.
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FIGURE 23: TRAINING A QUADRATIC SVM CLASSIFIER — CLASSIFIER OPTIONS

10.2.5 Training a Subspace Discriminant Ensemble Classifier

Once the subspace discriminant ensemble classifier is chosen from the classifier drop-

down menu, the advanced ensemble options must be set according to the settings outlined in

Figure 24.
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FIGURE 24: TRAINING A SUBSPACE DISCRIMINANT ENSEMBLE CLASSIFIER
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10.2.6 Displaying and Exporting Trained Classifier

Once the “Train” button has been selected and the model has finished training, selecting

the “Confusion Matrix” button from the top ribbon menu (see Figure 25) will output the resulting

confusion matrix (see Figure 26) of that specifically trained model.
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[ CLASSIFICATION LEARNER

w 20 @ @ (@@ @ M. 08D
Si

New Feature PCA Boosted Bagged ubspace | Subspace Advanced Use | Train Scatter | Confusion | ROC Curve Parallel Export
Session ¥ Selection Trees Trees  [Discrimi... KNN Para Plot Matrix Coordinates Plot ~ Model ¥

FILE | FEATURES | MODEL TYPE | TRAINING PLOTS | EXPORT |

FIGURE 25: “CONFUSION MATRIX” BUTTON LOCATION
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FIGURE 26: EXAMPLE CONFUSION MATRIX OF FULLY-TRAINED CLASSIFIER

In order to export the specific trained model to the Matlab workspace, the “Export Model” button

must be selected followed by “Export Compact Model” (Figure 27).
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FIGURE 27: EXPORTING TRAINED MODEL TO MATLAB WORKSPACE

After naming this model, it will then be exported to the Matlab workspace.

10.3 Implementation of Three-Fold, Nested Ensemble Classifier used in Final Design

The Matlab script that implements the camera model classification of a specified test

image database is located in Appendix C. The location of the specific test image database must

be edited within the script accordingly. This script exports the classification results as a .csv file

in the format specified by the IEEE Signal Processing Cup competition guidelines [2].

The Matlab script that was used to generate the confusion matrices breaking down the

classification’s performance on the Flickr-reconstructed test image database is located in

Appendix D.
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11. DISCUSSION, CONCLUSIONS, AND RECOMMENDATIONS

The challenge of the 2018 IEEE Signal Processing Cup required teams of undergraduate
students to use a combination of image forensics and machine learning to develop a classification
system capable of determining the make and model of a camera used to capture an image. The
designed system covered in this report was submitted on behalf of Union College’s first ever
Signal Processing Cup Team. The final system design consisted of using image forensic
techniques to convert images into information within a specific feature space and then using
these constructed feature spaces to train various machine learning classifiers. The specific image
forensics used in this final design first re-filtered images using a Bayer CFA and then re-
interpolated these images twice using two separate demosaicing algorithms: bilinear
interpolation and nearest-neighbor interpolation. An error image was then calculated from
subtracting the reconstructed images from the original images, from which information regarding
the co-occurrence of predetermined pixel value combinations were extracted in respect to the
image’s red channel and the image’s red-green channel. The co-occurrence matrices constructed
from an entire image directory were the full feature spaces used to train each of the ten-total
subspace discriminant ensemble classifiers whose resulting decision fusions made up a three-
fold, nested ensemble classifier. This nested classifier classified a test image database composed
of 2,640 images captured using different devices — but same make and model — than those used
to construct the training image database. Half of these images were unaltered, but the other half
of these images were manipulated using an undisclosed distribution of eight different
manipulation techniques. The top two classification scores of this final system design submitted

at the deadline of the competition were 65.6% and 65.0%.
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11.1 Recommendations

The main recommendation for improvement of this specific design would be to use
various data mining methods to identify the most important features within the full feature spaces
used in the final design of this camera model identification system. Ideally, these feature spaces
would be greatly reduced from 1,372 features to less than 100 features. Since the 512x512 image
block directories contained more than 99,000 total images, reducing the number of features
would greatly increase the total amount of information that could be used to develop these
training feature spaces given the limitation of computational power experienced while using
Union’s lab computer resources. The increase of overall information used to train each classifier
theoretically should improve the performance accuracy of each of these classifiers, thus allowing
for the final nested-ensemble-classifier design to have a higher performance accuracy than
submitted for this year’s Signal Processing Cup Competition. This process of data mining would
also lend valuable insight unto the meaning behind the most significant features used to construct
this optimized feature space, providing valuable information of the unique features used to
distinguish the ten different camera models used in this competition.

This method of data mining would completely exhaust this proposed image classification
design, but there is no way of knowing that this optimized classifier would perform better than
most of the top finishers in this year’s competition. The top 100 finishers are shown on the
Signal Processing Cup leaderboard on Kaggle, and each of these finishers’ classification systems
scored higher than 95.9%. Kaggle’s discussion page for this competition contained the solutions
that many of these top-place finishers used for their final designs. Almost all of these teams were
using Python-based, dense neural network classifier arrays trained on an enormous amount of

image data that teams constructed using various online image databases in addition to the image
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database provided by the competition organizers. In order to process hundreds-of-gigabytes-
worth of image data these teams must have had access to resources with incredibly powerful
computational power. For example, the second-place team for the IEEE Signal Processing Cup
competition, aptly named GPU Muscles, wrote their own discussion board post detailing the
specific neural network array used, the amount of extrapolated training data, as well as the their
incredibly powerful hardware whose graphics cards alone amounted to over $10,000. So, as a
final recommendation to improve the overall performance of this proposed image classification
system would be to scrap the design altogether, design a dense neural network array instead,
download an additional couple hundred gigabytes of image data, and purchase the necessary

resources capable of processing all of this information within a reasonable amount of time.

11.2 Lessons Learned

The biggest lesson I learned upon completion of this senior capstone project, aside from
learning about the entire topics of both image forensics and machine learning from the ground
up, was the importance of identifying and understanding the limitations of processing power that
are introduced when working with incredibly large datasets. Unfortunately, it did not seem like
the successful teams competing in this year’s Signal Processing Cup experienced same
computational limitations that I had throughout the development of this final classification
system design, which leads me to believe that our team was at a significant disadvantage since
the onset of this competition. Despite this clear disadvantage in processing power, however, I
was forced to use methods of data mining after the completion of the competition to understand
how to optimize the performance of this design. This forced me to not only search for specific

features that best distinguished between the ten different camera models for the specific machine
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classifiers I was using but also to understand the physical meaning of each of these features by
linking them back to the specific image forensic techniques used to generate them. Although it
did not improve the overall performance, I felt that this data mining experience gave me the
deepest understanding of the overall operation and dependence of each machine learning
classifier. Because these top-finishing teams had access to incredible amount of processing
power, I think it would be reasonable to assume that these teams did not have the same learning
experience that I had through data mining. I feel that the focus of this year’s IEEE Signal
Processing Cup competition should have been more directly focused on the refinement of a
feature extraction process rather than focused on who could process the most amount of
information. But, at the end of the day, I owe everything I now know about image forensics and
machine learning due to this senior capstone project and the 2018 IEEE Signal Processing

Competition, which is makes this an incredibly rewarding learning experience as a whole.
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13. APPENDICES

The following pages contain appendices with the following information:

- Appendix A: Matlab function script used to construct image block databases using one
of nine different manipulation techniques.

- Appendix B: Top-level Matlab script used to construct a full feature space of a specified
image directory along with Matlab scripts of all of the functions called through each
subsequent level.

- Appendix C: Matlab script containing all ten, trained, machine learning decision fusions
used in a three-fold, nested ensemble design.

- Appendix D: Matlab script used to generate confusion matrices that breakdown a

system’s classification results of the Flickr-reconstructed test image database.
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Appendix A — dirProc.m

function dirProc(readDirName,writeDirName,operation,param,writeFmt,writeQF)

00 00 00 00 AP O° 0 0% A0 A A° O° 00 A0 A A OA° OO0 A0 A0 A O OO0 A0 A0 A OO 0 OO0 A0 A OA° 0 0 A0 A O° 0 OO0 A0 A O° 0 OO0 A0 A O° O° % A0 A o° o° o° o°

dirProc - This function processes all images in a user specified 'read'

directory containing only images and writes the processed images to a
user specified 'write' directory.

Written by Matthew C. Stamm

v1l.0 Released 12/05/17

INPUTS

readDirName - The name of the directory containing the image files to
be processed. This name should be provided as a string.

writeDirName - The name of the directory where the processed image
files should be written to. This name should be provided as a
string.

operation - A string specifying the operation that the user wishes to
perform on all of the images in the 'read' directory.

param - The parameter associated with the chosen operation. More
detail regarding this input is provided below.

writeFmt (optional) - The image file format that should be used when
writing the processed images. The file format specified by the
user should be the same as those available when using the 'imwrite'
operation, e.g. 'tif', 'png', 'jpg', etc. If no format is
specified, the TIFF file format is chosen by default.

writeQF (optional) - The quality factor used during JPEG compression if
the write format is chosen as JPEG.

Operations available:
'block' - This operation divides each image into blocks. The block
size is specified in the 'param' input variable (e.g. using the
value of 512 for 'param' will divide the image into 512 x 512
pixel blocks).

'jpeg' - This option saves each image as a JPEG whose quality
factor is specified in the 'param input variable (e.g. using
value of 75 for 'param' will JPEG compress each image with a
quality factor of 75).

'resize' - This option resizes each image using the scaling factor
specified in the 'param' input variable (e.g. using the value
of 1.5 for 'param' scales each image by a factor of 1.5).

'gamma' - This option contrast enhances each image using the gamma
correction operation where the gamma is specified in the
'param’ input variable (e.g. using the value of 0.7 for 'param'
gamma corrects each image with a gamma of 0.7).

'rename' - This option creates a renamed version of each image,
where the renamed version of each image corresponds to a string
specified in the 'param' input variable appended with a number
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assigned to each file (e.g. using the string 'test' for param
will produce images named 'testO0l.tif', 'test02.tif', ...)

'suffix' - This option appends a string to the end of the filename
(excluding the file extension) of each image where the suffix
to be appended is specified in the 'param' input variable (e.g.
if the files in the 'read' directory are named 'testOl.tif',
'test02.tif', test03.tif',... then using string ' abc' for the
param variable will produce files in the 'write directory named
'test01_abc.tif', 'test02_ abc.tif', 'test03 abc.tif', ...

OUTPUTS - None. All processed/modified files are written to the 'write'
directory.

00 00 00 00 A° o° o0 00 A0 AP o° o0 o0 d° oP

%%

% NOTE: This function assumes that ONLY image files are in the 'read’

% directory. The first two files provided by the 'dir' function are '.
% and '..' which are not image files, thus should be skipped.

% check to see if there are enough input arguments
if nargin < 4
disp(char(10))
disp('ERROR: Not enough input arguments are specified');
disp(char(10));
return

% if the write file type is not specified, set it to 'tif'
elseif nargin <5
writeFmt= 'tif';

end

% check to see if the 'write' directory already exists
if isdir(writeDirName) ==

% if it does not, then make a new directory to write to
mkdir (writeDirName);

end
% get the name/path of the current directory

currentDirName= cd;

% get information about the directory containing image files to be
% processed

readDir= dir(readDirName);

dirlen= length(readDir); % get number of files in the directory

switch operation

case {'block', 'Block', 'BLOCK'}
blocksize= param;
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% loop through all files in the directory
for fnum= 3:dirlen
% read in the current image
imname= readDir (fnum).name;
im= imread(strcat(readDirName, '/', imname));

% get the image's size

[imrows, imcols,colors]= size(im);
% determine how many blocks can be made from the current image
rowblocks= floor(imrows/blocksize);

colblocks= floor(imcols/blocksize);

% determine how many digits should be used to add the block
% number to the output (write) filename

numblocks= rowblocks*colblocks;

numdig= floor(loglO(numblocks))+1;

numdigstr= strcat('%0',num2str(numdig), 'd');

% loop through all blocks in the image
for rowblock= 1l:rowblocks

)

% get initial and final row indices of the current block
rowst= blocksize* (rowblock-1) + 1;
rowfin= blocksize*rowblock;

for colblock= 1l:colblocks
% get initial and final columb indicies of the current
% block
colst= blocksize* (colblock-1) + 1;
colfin= blocksize*colblock;
% get the current image block
imblock= im(rowst:rowfin,colst:colfin,:);
% create the filename for this new image block
[filepath,name,ext]=fileparts(imname);
blocknum= colblock + (rowblock-1)* colblocks;
writename= strcat(writeDirName,'/',name,'-b',...

sprintf (numdigstr,blocknum),'."',writeFmt);
% writename= strcat(name,' ',num2str(blocknum),...
% '.',writeFmt)

[}

% write the image block to the 'write' directory
if sum(strcmp(writeFmt,{ ' jpeg', ' 'jpg', 'JPEG', 'JPG'}))
imwrite(imblock,writename,writeFmt,...
'Quality',writeQF);
else
imwrite(imblock,writename,writeFmt);
end

end
end % end loop through blocks
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end

% end loop through images

%5555 5555500055550 0833338%%%%%%%%%%%%%%%%%%%%%%%%%%%

case {'jpeg', 'Jjpg', 'JPEG', " 'JPG'}

if (nargin > 4) & ...

~ sum(strcmp(writeFmt,{' ' jpeg', 'jpg', 'JPEG', "JPG'}))

disp(char(10))
disp(strcat('ERROR: The ''operation'
'as ''JPEG'' but the'))

variable is chosen ',...

disp(strcat(' ''writeFmt'' variable specifies a ',...
' format other than JPEG.'))

disp(strcat(' Please ensure that these variables ',...
'match or do not specify'))

disp(' the ''writeFmt'' variable.')

disp(char(10))

return

elseif (nargin == 6) & (writeQF ~= param)

end

disp(char(10))
disp(strcat('ERROR: JPEG quality factor specified in',...
' the ''param'' variable does'))

disp(strcat (' not match the quality factor specified',...
" in the ''writeQF'''))
disp(strcat (' variable. Either ensure both match or',...
specify only one (i.e. "))
disp(strcat(' do not enter a value for the ',...

writeFmt'' and ''writeQF'' variables.'))
disp(char(10))
return

writeQF= param;

% loop through all files in the directory

for

fnum= 3:dirlen

% read in the current image
imname= readDir (fnum) .name;
im= imread(strcat(readDirName, '/', imname));

% create the write filename for this image

[filepath,name,ext]=fileparts(imname);

writename= strcat(writeDirName,'/',name,'-j',...
num2str(writeQF),'."', 'jpg');

% write the image to the 'write' directory
imwrite(im,writename, 'JPEG', 'Quality',writeQF);
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end % end loop through images

%5555 5555500055550 8333338%%%%%%%%%%%%%%%%%%%%%%%%%%%

case {'gamma','Gamma','GAMMA'}

g= param;

% create string to append to the end of the filename noting the
% gamma value used to modify the image
gammaStr= num2str(g);
decInd= find(gammaStr == '.');
fNameEnd= strcat('-g',gammaStr(l:(decInd-1)),' ',...
gammaStr( (decInd+1l):end));

% loop through all files in the directory
for fnum= 3:dirlen

% read in the current image
imname= readDir (fnum).name;
im= imread(strcat(readDirName, '/', imname));

% gamma correct the image
gim= 255*( (double(im)./255)."qg);
gim= uint8(gim);

% create the filename for this new image block
[filepath,name,ext]=fileparts(imname);
writename= strcat(writeDirName, '/', name,fNameEnd,'.',writeFmt);
% write the image to the 'write' directory
if sum(strcmp(writeFmt,{ ' jpeg', 'jpg', 'JPEG', 'JPG'}))

imwrite(gim,writename,writeFmt,...

'"Quality',writeQF);

else

imwrite(gim,writename,writeFmt);
end

end % end loop through images
R R R R

case {'resize', 'Resize', 'RESIZE'}
scale= param;

% create string to append to the end of the filename noting the
% scaling factor used to modify the image
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oo

scaleStr= num2str(scale);
decInd= find(scaleStr == '.');

fNameEnd= strcat('-r',scaleStr(l:(decInd-1)),' ',...

scaleStr((decInd+l):end));

% loop through all files in the directory
for fnum= 3:dirlen

% read in the current image
imname= readDir (fnum).name;
im= imread(strcat(readDirName, '/', imname));
% resize the image
resizedIm = imresize(im,scale);
% create the filename for the resized image
[filepath,name,ext]=fileparts(imname);

writename= strcat(writeDirName, '/',name,fNameEnd, '.

)

% write the image to the 'write' directory

', writeFmt);

if sum(strcmp(writeFmt,{ ' jpeg', " 'jpg', 'JPEG', 'JPG'}))

imwrite(resizedIm,writename,writeFmt,...
'Quality',writeQF);
else
imwrite(resizedIm,writename,writeFmt);
end

end % end loop through images

case {'rename', 'Rename', 'RENAME'}

)

% get new filename (excluding image number)
newname= param;

%5555 5555005555508 833388%%%%%%%%%%%%%%%%%%%%%%%%%%

% determine how many digits should be used to add the image

% number to the output (write) filename
numdig= floor(loglO(dirlen-2))+1;
numdigstr= strcat('%0',num2str(numdig), 'd');

% loop through all files in the directory
for fnum= 3:dirlen
% read in the current image
imname= readDir (fnum) .name;
im= imread(strcat(readDirName, '/', imname));

[filepath,name,ext]=fileparts(imname);
imnum= fnum-2;
writename= strcat(writeDirName, '/',newname, ...

% create the filename for this new image block
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sprintf (numdigstr,imnum),'."',writeFmt);

% write the image to the 'write' directory
if sum(strcmp(writeFmt,{ ' jpeg', 'jpg', 'JPEG', 'JPG'}))
imwrite(im,writename,writeFmt,...
'Quality',writeQF);
else
imwrite(im,writename,writeFmt);
end

end % end loop through images

8523553553553 5%35%35%39%39%%95%35%35%3%%35%29%%%%5%%%5%%%5%%%%
case {'suffix','sSuffix', 'SUFFIX'}

% get new filename (excluding image number)
suffix= param;

% loop through all files in the directory
for fnum= 3:dirlen

% read in the current image
imname= readDir (fnum) .name;
im= imread(strcat(readDirName, '/', imname));

% create the filename for this new image block
[filepath,name,ext]=fileparts(imname);

imnum= fnum-2;

writename= strcat(writeDirName, '/',name,suffix,'.’',writeFmt);

% write the image to the 'write' directory
if sum(strcmp(writeFmt,{ ' jpeg', 'jpg', 'JPEG', 'JPG'}))
imwrite(im,writename,writeFmt,...
'"Quality',writeQF);
else
imwrite(im,writename,writeFmt);
end

end % end loop through images

%5555 5555500055550 0833338%%%%%%%%%%%%%%%%%%%%%%%%%%%

otherwise
disp(char(10))
disp('ERROR: You have chosen an unknown operation');
disp(char(10));
return
end
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Appendix B

Feat Space _Construct.m

clear;clc;close all;

% Comment out the specific feature space construction command you are
building. All twelve feature spaces listed will need to be ran. The
written code should work with Prof. Dosiek's server import system for the
photos.

o0 o0 o

% % 1. Matlab demo & R coocc
try
diary('log.txt')
Feature Space = FeatSpace('Matlab','R'); casenum = 1;
csvwrite([ 'SP_Cup Block Feature Space ' num2str(casenum)
.csv'],Feature Space);
diary off
catch err
err.getReport
disp('Uh-oh, we had an error!')
diary off
end

- 00 00 00 0P o°

% 2. Matlab demo & RG coocc
try
diary('log.txt')
Feature Space = FeatSpace('Matlab','RG'); casenum = 2;
csvwrite([ 'SP_Cup Block Feature Space ' num2str(casenum)
.csv'],Feature Space);
diary off
catch err
err.getReport
disp('Uh-oh, we had an error!')
diary off
end

- 00 00 00 0@ O° o° o0 O° d° AP o° oo

o0 o0 o0 00 0P o°

oo

3. Nearest Neighbor demo & R cooc
try
diary('log.txt")
Feature Space = FeatSpace( 'neighbor','R'); casenum = 'NN R';
save([ 'SP_Cup Test Feature Space ' casenum '.mat'],'Feature Space');
diary off
catch err
err.getReport
disp( 'Uh-oh, we had an error!')
diary off
end

% 4. Nearest Neighbor demo & RG cooc

try
diary('log.txt")
Feature Space = FeatSpace( 'neighbor', 'RG'); casenum = 'NN RG';
save([ 'SP_Cup Test Feature Space ' casenum '.mat'],'Feature Space');
diary off

catch err
err.getReport
disp('Uh-oh, we had an error!')
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diary off
end

% 5. Bilinear demo & R cooc

try
diary('log.txt')
Feature Space = FeatSpace('bilinear','R'); casenum = 'Bi R';
save([ 'SP_Cup Test Feature Space ' casenum '.mat'],'Feature Space');
diary off

catch err
err.getReport
disp('Uh-oh, we had an error!')
diary off

end

% 6. Bilinear demo & RG cooc

try
diary('log.txt')
Feature Space = FeatSpace('bilinear', 'RG'); casenum = 'Bi RG';
save([ 'SP_Cup Test Feature Space ' casenum '.mat'],'Feature Space');
diary off

catch err
err.getReport
disp('Uh-oh, we had an error!')

diary off
end
% % 7. Smooth Hue demo & R cooc
% try
% diary('log.txt')
% Feature Space = FeatSpace( 'smooth hue','R'); casenum = 7;
% csvwrite([ 'SP_Cup Block Feature Space ' num2str(casenum)

.csv'],Feature Space);
diary off
catch err
err.getReport
disp('Uh-oh, we had an error!')
diary off
end

% 8. Smooth Hue demo & RG cooc
try
diary('log.txt')
Feature Space = FeatSpace('smooth hue','RG'); casenum = 8;
csvwrite([ 'SP_Cup Block Feature Space ' num2str(casenum)
.csv'],Feature Space);
diary off
catch err
err.getReport
disp('Uh-oh, we had an error!')
diary off
end

- 00 00 00 00 O° o° o0 O° AP AP o° oo

% 9. Median Interpolation demo & R cooc
try
diary('log.txt')
Feature Space = FeatSpace('median','R'); casenum = 9;

00 00 00 00 AP o° o° o° J° d° oP
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%

- 00 00 00 0P O° 00 0% A0 A O° 0 00 A0 - 0° 00 0% A0 A O° o0 o0 A0 AP o° oo

- 00 00 00 00 O° 0° o0 O° d° AP o° oo

o0 o0 o0 00 0P o°

csvwrite(['SP_Cup_ Block Feature Space ' num2str(casenum)
.csv'],Feature Space);

diary off
catch err

err.getReport

disp('Uh-oh, we had an error!')

diary off
end

% 10. Median Interpolation demo & RG cooc
try
diary('log.txt')
Feature Space = FeatSpace('median', 'RG'); casenum = 10;
csvwrite(['SP_Cup_Block Feature Space ' num2str(casenum)
.csv'],Feature Space);
diary off
catch err
err.getReport
disp( 'Uh-oh, we had an error!')
diary off
toc
end

% 11. Gradient-Based demo & R cooc
try
diary('log.txt')
Feature Space = FeatSpace('gradient', 'R'); casenum = 11;
csvwrite(['SP_Cup_Block Feature Space ' num2str(casenum)
.csv'],Feature Space);
diary off
catch err
err.getReport
disp('Uh-oh, we had an error!')
diary off
end

% 12. Gradient-Based demo & RG cooc
try
diary('log.txt')
Feature Space = FeatSpace('gradient', 'RG'); casenum = 12;
csvwrite(['SP_Cup_ Block Feature Space ' num2str(casenum)
.csv'],Feature Space);
diary off
catch err
err.getReport
disp('Uh-oh, we had an error!')
diary off
end
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FeatSpace.m

function Feature Space = FeatSpace(demotype,cooctype)
% demotype = {

% 'Matlab' - Matlab's demosaicing function

% 'neighbor' - nearest neighbor interpolation

% 'bilinear' - bilinear interpolation

% "smooth hue' - smooth hue transition interpolation
% 'median' - median-filtered bilinear interpolation
% 'gradient' - gradient-based interpolation

g}

% cooctype = {'R','RG'}

q=2; T=3;

% Creature Feature Space Matrix
% Feature Space = zeros(2750,344);
Feature Space = zeros(2640,343); %if using Test Image Database

% Make a cell array for camera model strings that we can iterate over
CameraModel = cell(10);

CameraModel{l} = 'HTC-1-M7\';
CameraModel{2} = 'iPhone-4s\';
CameraModel{3} = 'iPhone-6\";
CameraModel{4} = 'LG-Nexus-5x\';
CameraModel{5} = 'Motorola-Droid-Maxx\';
CameraModel{6} = 'Motorola-Nexus-6\";
CameraModel{7} = 'Motorola-X\';
CameraModel{8} = 'Samsung-Galaxy-Note3\';
CameraModel{9} = 'Samsung-Galaxy-S4\';
CameraModel{10} = 'Sony-NEX-7\';

% File Directory Import

% PathToFiles = '\\unionpdc\SPcupPhotos\'; %if on Windows

% PathToFiles = 'F:\Altered Image Database\Altered Image
Database\Cameras Blocks\'; %$for Altered Image Blocks

% [~, uid] = system('echo $UID'); wuid = uid(l:end-1);
3335533333553 33%%%5%533%%%%%%

% PathToFiles = ['/run/user/' uid '/gvfs/smb-share:server=EELAB-
21080,share=Altered Image Database/']; %if on Linux

PathToFiles = ['D:\SP_Cup Test Images\Images']; %if using Test Image Database

% % Camera Feature Spaces

% caml_ feature space =
camfeatspace(PathToFiles,CameraModel{l},1,q,T,demotype,cooctype) ;
% cam2_ feature space =
camfeatspace(PathToFiles,CameraModel{2},2,q,T,demotype,cooctype) ;
% cam3_feature_ space =
camfeatspace(PathToFiles,CameraModel{3},3,q,T,demotype,cooctype);
% cam4_ feature space =
camfeatspace(PathToFiles,CameraModel{4},4,q,T,demotype,cooctype) ;
% camb_feature_ space =
camfeatspace(PathToFiles,CameraModel{5},5,q,T,demotype,cooctype);
% cam6_feature_ space =
camfeatspace(PathToFiles,CameraModel{6},6,q,T,demotype,cooctype);

73



Geiger 499 Report: IEEE Signal Processing Cup

% cam7_feature space =
camfeatspace(PathToFiles,CameraModel{7},7,q,T,demotype,cooctype);

% cam8_feature_ space =
camfeatspace(PathToFiles,CameraModel{8},8,q,T,demotype,cooctype);

% cam9_feature_ space =
camfeatspace(PathToFiles,CameraModel{9},9,q,T,demotype,cooctype);

% caml0_feature space =
camfeatspace(PathToFiles,CameraModel{10},10,q,T,demotype,cooctype);

oo

% % Compile Feature Spaces together

% Feature Space(1:275,:) = caml_ feature_ space;

% Feature_ Space(276:550,:) = cam2_ feature_space;

% Feature_ Space(551:825,:) = cam3_feature_ space;

% Feature_ Space(826:1100,:) = cam4_ feature_ space;
% Feature Space(1101:1375,:) = camb_feature space;
%
%
%
%
%

Feature Space(1376:1650,:) cam6_feature space;
Feature Space(1651:1925,:) cam7_feature_ space;
Feature Space(1926:2200,:) cam8_ feature_ space;
Feature Space(2201:2475,:) cam9_feature_ space;
Feature_ Space(2476:2750,:) = caml0_feature space;

% Test Image Database Feature Space
Feature_Space =

camfeatspace(PathToFiles, 'VOID', 'VOID',q,T,demotype,cooctype); %if using Test

Image Database

end
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camfeatspace.m

function cam feat space =
camfeatspace(PathToFiles,camname,camnum,q,T,demotype,cooctype)

% PathToPics = [PathToFiles camname]; %this gives us the full path to the
folder containing the images for a particular camera. Then we can query for
file names and iterate over them for analysis

% imgFile = dir(PathToPics);

PathToPics = PathToFiles; %if using Test Image Database

imgFile = dir(PathToFiles); %if using Test Image Database

camname = 'TEST DATA'; %if using Test Image Database
P 3333393553339 %%5%523%%%%%%
% remove '.*' files

idxToKill = [];
for k = 1l:length(imgFile)
M = length(imgFile(k).name);
if strcmp(imgFile(k).name(1l),'.")
idxToKill = [idxToKill k];
end
end
imgFile(idxToKill) = [];
% only keep '*.tif'
idxToKill = [];
for k = 1l:length(imgFile)
M = length(imgFile(k).name);
if M < 5 g%kill if file name is too small to have been '*.tif'
idxToKill = [idxToKill k];
elseif ~strcmp(imgFile(k).name(M-3:M),{'.tif', '.TIF'}) %kill if file
isnt tif
idxToKill = [idxToKill k];
end
end
imgFile(idxToKill) = [];
3355533333533 33%%%5%5%3%%%%%%

% cam_feat space = zeros(275,344);
cam feat space = zeros(2640,343); %if using Test Image Database

for 1 = 1l:length(imgFile)
$CurrentIMG = fullfile(camnum,imgFile(l).name);
3335333335533 33%%%5%5%3%%%%%%
CurrentIMG = fullfile(PathToPics,imgFile(l).name);
A = imread(CurrentIMG);

% Linux:
% disp([camname ', ' demotype ', ' cooctype ': Analyzing image '
num2str(l) ' of ' num2str(length(imgFile)) ', ' num2str(get free mem()) ' MB

of free memory'])
% Windows:

[userview,systemview] = memory;

disp([camname ', ' demotype ', ' cooctype ': Analyzing image ' num2str(l)

" of ' num2str(length(imgFile)) ',
num2str(systemview.PhysicalMemory.Available/1024/1024)

MB of free memory'])

E = demotrunc(A, demotype, q, T);
cooc = makecooc(E, cooctype);
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$cam_ feat space(l,344) = 1; 2%3%3%3%2%29%%9%99%9%%%%%%%%
% cam_feat space(l,344) = camnum;

cam feat space(l,1:343) = cooc';
end
end
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demotrunc.m

function E = demotrunc(A, type, q, T)

% Types:

% 'Matlab' - Matlab's demosaicing function

% 'neighbor' - nearest neighbor interpolation

% 'bilinear' - bilinear interpolation

% "smooth hue' - smooth hue transition interpolation
% 'median' - median-filtered bilinear interpolation
% 'gradient' - gradient-based interpolation

oo

q=2,T-=3

gbrg Bayer CFA filter
. raw = uint8(zeros(size(A)));
[nrows, ncols] = size(A(:,:,1));
for i=l:nrows
for j = 1l:ncols
if mod(i,2)~=0 && mod(j,2)~=0 %i odd, j odd, keep G
A raw(i,j,2) = A(i,3,2);
elseif mod(i,2)~=0 && mod(j,2) ==0 % i odd, j even, keep B
A raw(i,j,3) = A(i,3,3);
elseif mod(i,2)==0 && mod(j,2)~=0 % i even, j odd, keep R
A raw(i,j,l) = A(i,3,1);
elseif mod(i,2)==0 && mod(j,2)==0 % i even, j even, keep G
A raw(i,j,2) = A(i,3,2);

> oo

end
end
end

Afloat = double(A); % For error image calculation

)

% Image resampling based on specified demosaicing algorithm
switch type
case 'Matlab’

I = uint8(sum(A raw,3));

A demosaic = demosaic(I, 'gbrg');

% error image calculation

E = Afloat - double(A demosaic);
case 'neighbor’

I = sum(A_raw,3);

A demosaic = demosaicing v2(I,type);

% error image calculation
E = Afloat - A demosaic;
case 'bilinear’
I = sum(A_raw,3);
A demosaic = demosaicing v2(I,type);

% error image calculation
E = Afloat - A demosaic;
case 'smooth hue'
I = sum(A_raw,3);
A demosaic = demosaicing v2(I,type);

)

$ error image calculation
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E = Afloat - A demosaic;
case 'median'
I = sum(A_raw,3);
A demosaic = demosaicing v2(I,type);

% error image calculation
E = Afloat - A demosaic;
case 'gradient'
I = sum(A_raw,3);
A demosaic = demosaicing v2(I,type);

% error image calculation
E = Afloat - A demosaic;
end

% Image value compression via truncation and quantization
Emax = T;

Emin = -T;

E = round(E/q);
E(E > Emax) = Emax; E(E < Emin) = Emin;

end
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makecooc.m

function cooc = makecooc(E, type)
% E = output of demotruncy()

% type = "'R', 'RG'}

[nrows, ncols] = size(E(:,:,1));

% bust out R and G layers
R =E(:,:,1);
G E(:,:,2);

¢reshape layers so 3d, with each slice a CFA tile

R3d = permute(reshape(permute(reshape(R, size(R, 1), 2,
(1, (2 131);

G3d = permute(reshape(permute(reshape(G, size(G, 1), 2,
(1), [213]);

%get number of tiles

Ntiles = size(R3d,3);

%get number of permuations
Nd = 7°3;

%initialize label vector
d_labels = zeros(Nd,3);

%get cardinality of Gl and G2 sets
Glrows = l:2:nrows;

Glcols = 1l:2:ncols;

G2rows = 2:2:nrows;

G2cols = 2:2:ncols;

NGl = length(Glrows) * length(Glcols);
NG2 length(G2rows) * length(G2cols);

switch type
case 'R’
%initialize co-occurance matrices
CR = zeros(Nd,1);
%loop through different combos of dl, d2, and d3
idx = 1;

for dl = -3:3
for d2 -3:3
for d3 -3:3
% initial stuff
23%9%9%9%9%9%9%9%9%9%9%9%9%9%9%5%%%%5%%%%%%%%%%%
d labels(idx,:) = [dl, d2, d3];

¢make reference matrices for our desired values
dmatR3d = repmat([dl, d2; 0, d3],1,1,Ntiles);

% CR

%% %%%%%%5%%5%5%55555 5555550555555 0333333333%%%%%%%%%%%%%%

gmake vector of tile matches
matchvec = sum(sum(R3d==dmatR3d));

%count up matches (if matchvec == 4, we have a match!)

%and assign to co-occurance matrix

(2 131),

(2 13]),

2,

2,
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CR(idx) = sum(matchvec(:) == 4)/NG1;

idx = idx+1;
end
end
end

cooc = CR;
case 'RG'
%initialize co-occurance matrices
CRG = zeros(Nd,1l);
$loop through different combos of dl, d2, and d3
idx = 1;

3

-3:3

d3 -3:3

% initial stuff

R R T

d labels(idx,:) = [dl, d2, d3];

¢make reference matrices for our desired values
dmatRl = repmat([dl, d2],1,1,Ntiles);

dmatR2 = repmat([d2; d1],1,1,Ntiles);

% CRG
R R A R

% match up G vals

matchvecG = squeeze(G3d(1l,2,:)) == d3;

% match up R values for 1lst term

matchvecRl = sum(R3d(1l,:,:) == dmatRl);

% match up R values for 2nd term

matchvecR2 sum(R3d(:,2,:) == dmatR2);

% combine (matchvec == 3 means we have a match!
matchvecRG1l = matchvecG + matchvecRl(:);

for dl = -3
for d2
for

0000000000000000000
0000000000000 0000D0

oo

matchvecRG2 = matchvecG + matchvecR2(:);
CRG(idx) = sum(matchvecRGl == 3)/NGl + sum(matchvecRG2 ==
3)/NG2;
idx = idx+1;
end
end
end
cooc = CRG;
end
end
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demosaicing v2.m

function output = demosaicing v2(input,type)

Code modified from CFA Interpolation Detection by Leszek Swirski (Nov 30,
2009), accessed on 07/05/2017

The paper can be found here:
https://www.cl.cam.ac.uk/teaching/0910/R08/work/essay-1s426-
fadetection.pdf

o° o0 oo

oo

c

% Types:

% 'neighbor' - nearest neighbor interpolation

% 'bilinear' - bilinear interpolation

% "smooth hue' - smooth hue transition interpolation
% 'median' - median-filtered bilinear interpolation
% 'gradient' - gradient-based interpolation

Input MUST be in double for code to run successfully

Load image
= input;
Create CFA filter for each of the three colours in GBRG format
Rcfa repmat ([0 0;1 0],size(S)/2);
Gcfa = repmat([1 0;0 1],size(S)/2);
Bcfa = repmat([0 1;0 0],size(S)/2);
% Split data into 'hat' wvariables
Rh = S.*Rcfa;
Gh S.*Gcfa;
Bh = S.*Bcfa;
switch type
case 'neighbor' % nearest neighbor interpolation
R = Rh(floor([0:end-1]1/2)*2+2,floor([0:end-1]/2)*2+1);
G = zeros(size(Gh));
G(floor([0:end-11/2)*2+1,:)
11/2)*2+41);
G(floor([0:end-11/2)*2+2,:)
11/2)%2+42);
B = Bh(floor([0:end-1]/2)*2+1,floor([0:end-1]/2)*2+2);
case 'bilinear' % bilinear interpolation
conv2(Rh,[1 2 1;2 4 2;1 2 1]/4,'same');
conv2(Gh,[0 1 0;1 4 1;0 1 0]/4, ' 'same');
conv2(Bh,[1 2 1;2 4 2;1 2 1]/4,'same');
case 'smooth hue' % smooth hue transition interpolation
G = conv2(Gh,[0 1 0;1 4 1;0 1 0]/4, ' 'same’') ;
tmp = Rh./G;
tmp(isnan(tmp)) 0;
tmp(isinf(tmp)) 255;
R = G.*conv2(tmp,[1 2 1;2 4 2;1 2 1]/4,'same’') ;
tmp = Bh./G;
tmp(isnan(tmp)) = 0;
tmp(isinf(tmp)) 255;
B = G.*conv2(tmp,[1 2 1;2
case 'median' % median-filter
R = conv2(Rh,[1 2 1;2 4 2
G = conv2(Gh,[0 1 0;1 4 1
B = conv2(Bh,[1 2 1;2 4 2

o0 U1 o°

Gh(floor([0:end-1]/2)*2+1,floor([0:end-

Gh(floor([0:end-1]/2)*2+2,floor([0:end-

R
G
B

4 2;1 2 11/4, ' 'same’) ;
ed bilinear interpolation
;1 2 11/4, 'same’") ;

;0 1 0]/4, 'same’") ;
;1 2 11/4, 'same’") ;

Mrg = R-G;
Mrb = R-B;
Mgb = G-B;
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S+Mrg.*Gcfa+Mrb.*Bcfa
= S-Mrg.*Rcfa+Mgb.*Bcfa
= S-Mrb.*Rcfa-Mgb.*Gcfa
case 'gradient' % gradient-based interpolation
= abs((S(:,[1 1 l:end-2])+S(:,[3:end end end]))/2-S);
abs((S([1 1 1:end-2],:)+S([3:end end end],:))/2-S);
= Gh+(Rcfat+Bcfa).*((H<V).*((Gh(:,[1 l:end-1])+Gh(:,[2:end
end]))/2)+(H>V).*((Gh([1l l:end-1],:)+Gh([2:end end],:))/2)+(H==V).*((Gh(:,[1
l:end-1])+Gh(:,[2:end end])+Gh([1l 1l:end-1]1,:)+Gh([2:end end],:))/4));

R = G+conv2(Rh-Rcfa.*G,[1 2 1;2 4 2;1 2 1]/4, 'same');

B = Gt+conv2(Bh-Bcfa.*G,[1 2 1;2 4 2;1 2 1]/4, 'same');

W o
|

~e ~e ~e

H
v
G

end

%% Output

output(:,:,1)=R; output(:,:,2)=G; output(:,:,3)=B;
end
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Appendix C — NestedClassifier.m

% Image Classification Script
clear;clc;close all

% Load Test Image Directory and Classifiers
load Test imgFile.mat

% load trainedSD_35L 300sd.mat

% load trainedFullSVM Reducedl50.mat
load trainedFullSVM Reducedl2Extreme.mat
% load trainedAltSD.mat

load trainedAlt Type 675.mat

load trainedAlt Type 1 l.mat

load trainedAlt Type 2 l.mat

load trainedAlt Type 3 l.mat

load trainedAlt Type 4 l.mat

load trainedAlt Type 5 l.mat

load trainedAlt Type 6 l.mat

load trainedAlt Type 7 l.mat

load trainedAlt Type 8 l.mat

o0 00 00 00 0P o° o0 o o

%% Build Camera ID References
CameraModel = cell(10,1);

CameraModel{l} = 'HTC-1-M7';
CameraModel{2} = 'iPhone-4s';
CameraModel{3} = 'iPhone-6"';
CameraModel{4} = 'LG-Nexus-5x';
CameraModel{5} = 'Motorola-Droid-Maxx';
CameraModel{6} = 'Motorola-Nexus-6"';
CameraModel{7} = 'Motorola-X';
CameraModel{8} = 'Samsung-Galaxy-Note3';
CameraModel{9} = 'Samsung-Galaxy-S4';
CameraModel{10} = 'Sony-NEX-7';

% Build Test Feature Space

Bi R = load('SP_Cup Test Feature Space Bi R.mat');
Bi RG = load( 'SP _Cup Test Feature Space Bi RG.mat');
NN R = load( 'SP _Cup Test Feature Space NN R.mat');
NN _RG = load('SP_Cup Test Feature Space NN RG.mat');

% Bi R = load('Test Image Feature
Spaces\SP_Cup Test Feature Space Bi R.mat');
% Bi RG = load('Test Image Feature
Spaces\SP_Cup Test Feature Space Bi RG.mat');
% NN R = load('Test Image Feature
Spaces\SP_Cup Test Feature Space NN R.mat');
% NN _RG = load('Test Image Feature
Spaces\SP_Cup Test Feature Space NN RG.mat');

TestFeatureSpace(:,1:343) = Bi_ R.Feature_ Space;
TestFeatureSpace(:,344:686) = Bi RG.Feature_ Space;
TestFeatureSpace(:,687:1029) = NN _R.Feature_ Space;
TestFeatureSpace(:,1030:1372) = NN_RG.Feature_ Space;

[~,x] = size(TestFeatureSpace);
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%% Classifier Test #1:
%Classifying Unaltered Images using Best Unaltered Classifier &
$Manually Classifying Altered Images to Caml

% Build Classified Matrix

yfit = zeros(2641,2);

yfit num2cell(yfit); %converts yfit to cell array
yfit(l,:) = {'fname' 'camera'};

for k = 2:2641
disp([num2str(k-1) ' of 2640'])
yfit{k,1} = Test imgFile(k-1).name;
if sum(ismember('unalt',yfit{k,1})) == 5 $separating unaltered images
yfit{k,2} =
trainedFullSVM Reducedl2Extreme.predictFcn(array2table(TestFeatureSpace (k-
1,1:x)));
else %classifying altered images
yfit{k,2} = 1;
end

end

%% Classifier Test #2:
%Classifying Unaltered Images using Best Unaltered Classifier &
%Classifying Altered Images using Altered-only-trained Classifier

% Build Classified Matrix

yfit = zeros(2641,2);

yfit = num2cell(yfit); %converts yfit to cell array
yfit(l,:) = {'fname' 'camera'};

for k = 2:2641
disp([num2str(k-1) ' of 2640'])
yfit{k,1} = imgFile(k-1).name;
if ismember('unalt',yfit{k,1}) %separating unaltered images
yfit{k,2} =
trainedSD 35L_ 300sd.predictFcn(array2table(TestFeatureSpace(k-1,1:x)));

else %classifying altered images
yfit{k,2} = trainedAltSD.predictFcn(TestFeatureSpace(k-1,1:end));

end
end

%% Classifier Test #3:
%Classifying Unaltered Images using Best Unaltered Classifier &
%Classifying Altered Images Based on Alteration Type and then
¢Classifying Camera Model w/in each Type

% Build Classified Matrix

yfit = zeros(2641,2);

yfit num2cell(yfit); %converts yfit to cell array
yfit(l,:) = {'fname' 'camera'};
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for k = 2:2641
disp([num2str(k-1) ' of 2640'])
yfit{k,1} = Test imgFile(k-1).name;

if ismember('unalt',yfit{k,1}) %separating unaltered images

% yfit{k,2} =

trainedSD 35L 300sd.predictFcn(array2table(TestFeatureSpace(k-1,1:x)));

elseif ismember( 'manip',yfit{k,1})%classifying altered images

vEit{k,2} =

1,1:x));
% if yfit{k,2} ==1
% yfit{k,2} = trainedAlt Type 1 1.
1,1:x));
% elseif yfit{k,2} ==
% yfit{k,2} = trainedAlt Type 2 1.
1,1:x));
% elseif yfit{k,2} ==
% yfit{k,2} = trainedAlt Type 3 1.
1,1:x));
% elseif yfit{k,2} ==
% yfit{k,2} = trainedAlt Type 4 1.
1,1:x));
% elseif yfit{k,2} ==
% yfit{k,2} = trainedAlt Type 5 1.
1,1:x));
% elseif yfit{k,2} ==
% yfit{k,2} = trainedAlt Type 6 1.
1,1:x));
% elseif yfit{k,2} ==
% yfit{k,2} = trainedAlt Type 7 1.
1,1:x));
% elseif yfit{k,2} ==
% yfit{k,2} = trainedAlt Type 8 1.
1,1:x));
% end

end
end

%% Replace Camera Numbers w/ Camera Names

for i = 2:2641
if yfit{i,2} == 1
yfit{i,2} = CameraModel{l};
elseif yfit{i,2} == 2
yfit{i,2} = CameraModel{2};
elseif yfit{i,2} == 3
yfit{i,2} = CameraModel{3};
elseif yfit{i,2} == 4
yfit{i,2} = CameraModel{4};
elseif yfit{i,2} == 5
yfit{i,2} = CameraModel{5};
elseif yfit{i,2} == 6
yfit{i,2} = CameraModel{6};
elseif yfit{i,2} == 7
yfit{i,2} = CameraModel{7};

trainedAlt Type 675.predictFcn(TestFeatureSpace (k-

predictFcn(TestFeatureSpace (k-

predictFcn(TestFeatureSpace (k-

predictFcn(TestFeatureSpace (k-

predictFcn(TestFeatureSpace (k-

predictFcn(TestFeatureSpace (k-

predictFcn(TestFeatureSpace (k-

predictFcn(TestFeatureSpace (k-

predictFcn(TestFeatureSpace (k-
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elseif yfit{i,2} == 8
yfit{i,2} = CameraModel{8};
elseif yfit{i,2} == 9
yfit{i,2} = CameraModel{9};
elseif yfit{i,2} == 10
yfit{i,2} = CameraModel{1l0};
end
end

% Export Results as .csv File
fid = fopen('FullSVM Reducedl50 Test.csv', 'wt');
for i=l:size(yfit,1)
fprintf(fid, '%s,%s\n', yfit{i,:});
end
fclose(fid);
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Appendix D — ConfMatGen.m

% Confusion Matrix Builder Code
clear; clc; close all

%% Import .csv files

oo

actuals = csvread('D:\SP_Cup Test Images\AnswerKeyCameraModel.csv', 1l);
predictions = load( 'NestedClass3 vTest.mat');

oo

actuals = AnswerKeyCameraModel(2:end,:);

% predictions = NestedClass3vTest(2:end,:);
predictions = yfit(2:end,:);

actuals = sortrows(actuals,l);

%% Convert Camera Names to Camera Numbers (1-10)

CameraModel = cell(10,1);

CameraModel{l} = 'HTC-1-M7';
CameraModel{2} = 'iPhone-4s';
CameraModel{3} = 'iPhone-6"';
CameraModel{4} = 'LG-Nexus-5x';
CameraModel{5} = 'Motorola-Droid-Maxx';
CameraModel{6} = 'Motorola-Nexus-6"';
CameraModel{7} = 'Motorola-X';
CameraModel{8} = 'Samsung-Galaxy-Note3';
CameraModel{9} = 'Samsung-Galaxy-S4';
CameraModel{10} = 'Sony-NEX-7';

% Actuals
for i = 1:2640

if ismember (CameraModel{l},actuals{i,2})
actuals{i,2} = {1};

elseif ismember (CameraModel{2},actuals{i,2})
actuals{i,2} = {2};

elseif ismember (CameraModel{3},actuals{i,2})
actuals{i,2} = {3};

elseif ismember (CameraModel{4},actuals{i,2})
actuals{i,2} = {4};

elseif ismember (CameraModel{5},actuals{i,2})
actuals{i,2} = {5};

elseif ismember (CameraModel{6},actuals{i,2})
actuals{i,2} = {6};

elseif ismember (CameraModel{7},actuals{i,2})
actuals{i,2} = {7};

elseif ismember (CameraModel{8},actuals{i,2})
actuals{i,2} = {8};

elseif ismember (CameraModel{9},actuals{i,2})
actuals{i,2} = {9};

elseif ismember (CameraModel{1l0},actuals{i,2})
actuals{i,2} = {10};

end

% Predictions
% for i = 1:2640
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oo

end

if ismember (CameraModel{l},predictions{i,2})
predictions{i,2} = {1};

elseif ismember (CameraModel{2},predictions{i,2})
predictions{i,2} = {2};

elseif ismember (CameraModel{3},predictions{i,2})
predictions{i,2} = {3};

elseif ismember (CameraModel{4},predictions{i,2})
predictions{i,2} = {4};

elseif ismember (CameraModel{5},predictions{i,2})
predictions{i,2} = {5};

elseif ismember (CameraModel{6},predictions{i,2})
predictions{i,2} = {6};

elseif ismember (CameraModel{7},predictions{i,2})
predictions{i,2} = {7};

elseif ismember (CameraModel{8},predictions{i,2})
predictions{i,2} = {8};

elseif ismember (CameraModel{9},predictions{i,2})
predictions{i,2} = {9};

elseif ismember (CameraModel{l0},predictions{i,2})
predictions{i,2} = {10};

end

%% Convert Alteration Type to Alteration Number (1-8)
actualTypes = AnswerKeyManipType(2:end,:);
actualTypes = sortrows(actualTypes,l);
predictionTypes = cell2table(yfit(2:end,:));

CameraType = cell(9,1);

CameraType{l} = 'unalt';
CameraType{2} = 'gamma 0.8';
CameraType{3} = 'gamma 1.2';
CameraType{4} = 'jpeg 90';
CameraType{5} = 'jpeg 70';
CameraType{6} = 'resize 0.5';
CameraType{7} = 'resize 0.8';
CameraType{8} = 'resize 1.5';
CameraType{9} = 'resize 2.0';
% Actuals

for i = 1:2640

if ismember (CameraType{l},actualTypes{i,2})

actualTypes{i,2} = {0};

elseif ismember (CameraType{2},actualTypes{i,2})

actualTypes{i,2} = {1};

elseif ismember (CameraType{3},actualTypes{i,2})

actualTypes{i,2} = {2};

elseif ismember (CameraType{4},actualTypes{i,2})

actualTypes{i,2} = {4};

elseif ismember (CameraType{5},actualTypes{i,2})

actualTypes{i,2} = {3};

elseif ismember (CameraType{6},actualTypes{i,2})

actualTypes{i,2} = {5};

elseif ismember (CameraType{7},actualTypes{i,2})

actualTypes{i,2} = {6};

elseif ismember (CameraType{8},actualTypes{i,2})

actualTypes{i,2} = {7};

elseif ismember (CameraType{9},actualTypes{i,2})

actualTypes{i,2} = {8};

88



Geiger 499 Report: IEEE Signal Processing Cup

end
end

%% Build Confusion Matrix (Overall)

ConfMat = zeros(10);

for k 1:2640
p:4 cell2mat(actuals{k,2});
y = predictions{k,2};
ConfMat(x,y) = ConfMat(x,y) + 1;
end

ConfMat = ConfMat/264*100

Overall Accuracy =
(ConfMat(1l,1)+ConfMat(2,2)+ConfMat(3,3)+ConfMat(4,4)+ConfMat(5,5)+ConfMat (6,6
y+ConfMat (7,7)+ConfMat(8,8)+ConfMat(9,9)+ConfMat(10,10))/10

%% Build Confusion Matrix (Unaltered)

ConfMat zeros(10);

for k = 1:2640
str = actuals{k,1};
% name = str{l};
if ismember( 'unalt', str)
x = cell2mat(actuals{k,2});
y = predictions{k,2};
ConfMat(x,y) = ConfMat(x,y) + 1;
end
end

ConfMat = ConfMat/132*100

Overall Accuracy =
(ConfMat(1l,1)+ConfMat(2,2)+ConfMat(3,3)+ConfMat(4,4)+ConfMat(5,5)+ConfMat (6,6
)y+ConfMat(7,7)+ConfMat(8,8)+ConfMat(9,9)+ConfMat(10,10))/10

%% Build Confusion Matrix (Manipulated)

ConfMat zeros(10);

for k = 1:2640
str = actuals{k,1};
name = str{l};
if ismember('unalt', name)
else
p:4 cell2mat(actuals{k,2});
y = cell2mat(predictions{k,2});
ConfMat(x,y) = ConfMat(x,y) + 1;
end
end

ConfMat = ConfMat/132*100
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Overall Accuracy =
(ConfMat(1l,1)+ConfMat(2,2)+ConfMat(3,3)+ConfMat(4,4)+ConfMat(5,5)+ConfMat (6,6
y+ConfMat(7,7)+ConfMat(8,8)+ConfMat(9,9)+ConfMat(10,10))/10

%% Build Confusion Matrix (Types)

ConfMat = zeros(8);

for k = 1:2640
x = cell2mat(actualTypes{k,2});
y = predictionTypes{k,2};
if x ==
elseif y ==
else
ConfMat(x,y) = ConfMat(x,y) + 1;
end
end

for n = 1:8
ConfMat(n,:) = ConfMat(n,:)/sum(ConfMat(n,:));
end

ConfMat
Overall Accuracy =

(ConfMat(1l,1)+ConfMat(2,2)+ConfMat(3,3)+ConfMat(4,4)+ConfMat(5,5)+ConfMat (6,6
)y+ConfMat (7,7)+ConfMat(8,8))/8
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